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Introduction
On February 22, 2017, the Snohomish County Council passed Motion No. 17-053 directing Council staff to
issue a notice to proceed to the Office of the Performance Auditor to complete a universal risk assessment
(Audit Topic A.8 in the 2017 Audit Plan, Motion No. 17-033). Snohomish County Code requires that the
County Performance Auditor prepare an annual audit plan for each upcoming year, in consultation with the
Performance Audit Committee, and submit the proposed audit plan to the County Council prior to
December 31st of each year. Government Auditing Standards and the Institute of Internal Auditor’s
Standards encourage chief audit executives to apply a risk-based approach to prioritize audit activities. Inline with this guidance, the Office of the Performance Auditor completed a 2017 Countywide Risk
Assessment to identify and prioritize potential audit topics to be considered for inclusion in the County’s
annual audit plans for the next four years.
Snohomish County Code established “the Office of the County Performance Auditor for the purpose of
reviewing, evaluating, and reporting on the integrity of the county’s financial management system, the
accuracy of financial recordkeeping, compliance with applicable laws, policies, guidelines and procedures,
and the efficiency and effectiveness of operations and programs” [County Code §2.700.010(1)]. The scope
of such activities extends throughout the County’s offices, departments, and courts (herein collectively
referred to as “departments”).
The goal of the risk assessment process is to help ensure limited audit resources are deployed in a manner
that fulfills the purpose of the Office of the Performance Auditor by (a) identifying inherent risks to the
successful execution of County operations, programs, and services; and (b) differentiating between all the
potential risks and areas of interest by ranking them by priority and potential impact. This process is
intended to facilitate a deliberative approach to directing limited audit resources. While potential
performance audit topics are wide-ranging, relating to any area within County government, they often relate
to the following:
•

Operations, business processes, or organizational units that could benefit from an external review;

•

Opportunities where overall efficiency or effectiveness can be improved upon;

•

Core business functions that, if not carried out effectively, could impact the mission of a department
or the ability of the County to meet various external/legal requirements;

•

Matters of concern to elected officials, executive and judicial management, and the public; and/or

•

Areas where there may be increased potential for fraud, waste, or abuse.

Risk is measured through an analysis of various information sources on each department. Typical risk
categories included in risk assessments are illustrated in Exhibit 1.
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EXHIBIT 1. SOURCES AND TYPES OF RISKS
Performance
Measurement Risk

Prior Audit/Known
Problems

• The efforts of
government agencies to
gauge their operational
efficiency and
effectiveness.
• A lack of meaningful
performance measures
represents a higher risk
within any given
population; as is the
program with
performance measures
that reveal negative
trends.

• The level of risk
increases based on
common knowledge of
items such as, negative
newspaper articles,
prior audit
engagements with
negative findings,
complaints from
residents, department
heads, and public
officials, etc.

Complexity of Operations

Financial Risks

• The relative complexity
of programs, activities,
and/or functions of the
department. The more
complex the operations,
the greater the risk.

• The higher the
expenditures, the higher
the risk.
• The higher the revenue,
the higher the risk.
• Quatity of transactions
executed.
• Potential inability to
meet financial
obligations.

Public Concern
• Subjective assessment
of key areas of concern
as represented in the
press, by public
representatives and
officials, and/or through
surveys or other input
provided by County
residents.

Degree of Automation
• The extent to which
transactions and
processes are
automated or rely on
manual processes.

Fraud, Waste, or Abuse
• Instances of known
fraud, waste or abuse,
and/or the inherent
potential for fraud,
waste or abuse to
occur.
• Potential for loss or
theft of cash or cash
convertible assets.

Information Risks
• Threats from poorquality information for
decision-making within
the business
(misinformed decisions)

Organizational and
System Changes Risks

External Risk
• Risks from
outside/external
sources, such as
existing economic
situation in a service
area, competing
products available to
customers,
environmental risks,
capital and labor
availability, and
regulatory or other legal
requirements.

• Change in key
management positions,
implementation of new
systems, or high
employee turnover may
imply a higher risk than
an organization with
stable and established
management practice.

Some information is obtained directly from objective reporting of past and current performance. This
includes the relative size of one department’s budget or workforce in relation to other departments, one
department’s financial exposure resulting from claims filed as compared to other departments, or the
number of contracts or capital projects managed by one department as compared to others. Other
information is obtained through subjective analyses of current issues and trends affecting each department.
This includes understanding and assessing public concern related to certain programs, services, or
functions of County government; determining the extent to which certain problems are already known to
County officials, such as through the press or previously completed audits or studies; or the extent to which
previously manual activities have been automated. Both subjective and objective risk categories drive the
ultimate calculated risk score for each department and program area, and the relative risk associated with
each when compared to other County departments or program
areas.
Individual departments or programs are assigned final scores
resulting in a “risk profile.” Based on these criteria, the risk profile
ranks each department and program area as “high”, “medium”, or
“low” risk. Each designation is determined by the department’s or
program area’s risk score in relation to the risk scores of other
departments or program areas. In this manner, it is important to
note that a high-risk score is not indicative of poor performance,
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lacking internal controls, or bad business practices; rather, risk scores indicate the extent to which a
department or program area’s activities present inherent risks to the County, and the potential for resulting
negative impacts, and “high-risk” designations indicate that the department or program area presents
greater risk than other County departments or program areas.
This approach is designed to provide the Office of the County Performance Auditor with information
necessary to develop an audit plan that focuses on those areas within County government that are most
likely to benefit from a performance audit. It is also designed to present the rationale behind our risk
rankings to the Performance Audit Committee and the County Council, and to facilitate an open and
deliberative forum to discuss audit priorities and to determine the focus of limited audit resources.
Based on the results of this process, we will identify potential audit topics that will focus first on “high-risk”
departments or program areas for inclusion in the annual audit plan. Each audit topic will identify specific
objectives designed to address the high-risk areas, as well as a defined audit scope and proposed
methodologies, schedule and budget. The audit plan will be submitted to the Performance Audit Committee
for input and to County Council for deliberation.
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Scope and Methodology
Sjoberg Evashenk Consulting, Inc. is the contracted Performance Auditor for the County. The objective of
the risk assessment was to identify and prioritize potential audit topics for future consideration. The scope
of the of the risk assessment included, all County offices, departments, courts—including the programs,
services, and activities of each—in place at the time the risk assessment was conducted.
To meet the engagement objective, we performed the following steps:
1. Obtained and evaluated current and historical background information for each office, department,
and court, such as relevant information related to County Code provisions, organizational charts,
key information systems, budget/fiscal information, program descriptions, performance indicators,
press releases and articles, council actions, strategic plans and annual reports, prior audits and
evaluations, etc.
2. Identified the audit universe and auditable units, including County departments and the defined
programs, services, and functions carried out by County departments.
3. Coordinated with County departments to gather information about County operations, programs,
and functions, and to identify risks to the achievement of the missions, objectives, and goals of
each. Factors considered include:
•

Organization Structure

•

Program Descriptions, Goals, and Objectives

•

Legislative Actions

•

Prior Audits

•

Defined Roles and Responsibilities

•

Policies and Procedures

•

Public Perception and Outreach

•

Information Systems Inventory

•

Staffing Resources and Vacancies

•

Capital Improvement Program

•

Fiscal Activities

•

•

Performance Measures

General Liability and Worker’s
Compensation Losses

4. Based on information provided and auditor judgement, quantified the level of risk for each County
Office, Court, and Department and key programs and divisions.
5. Ranked each area based on the risk score and developed risk profiles for each department
demonstrating their overall risk ranking and the relative risks associated with their key programs
and divisions.
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Risk Assessment Results
This section details the results of the countywide risk assessment, including risk profiles for each
department detailing both the departments’ overall risk scores and the risk scores for each program area
and division under the purview of each department. Comprehensive risk score matrices are available in
Appendix A of this report.
Departments and program areas were classified as high, medium, and low risk. Exhibit 2 provides a highlevel summary of department risk ranking in order of risk score rating. These seven departments classified
as high risk, we ranked higher risk than other departments due to the nature of the activities performed,
historical general liability and worker’s compensation losses, budget size, number of FTEs, vacancy rates,
and legal exposure.
EXHIBIT 2. DEPARTMENT RISK RANKING
Risk Rank

High Risk

Medium Risk

Low Risk

Departments

Planning & Development
Public Works
Sheriff
Parks & Recreation
Facilities Management
Airport
Human Resources

Emergency Management
District Court
Superior Court
Finance
Human Services
Information Technology
Prosecutor
Medical Examiner

County Clerk
Auditor
Assessor
Public Defense
Treasurer

Total

7

8

5

Within each of the departments, the risk assessment also identified those programs and divisions that pose
the greatest risk when compared to other County program areas and divisions. Below is a list of programs
and divisions identified as the highest risk:
•

Public Works, including Road Maintenance, Engineering Services, Surface Water Management
and rate-setting, and Administration/Accounting.

•

Human Resources, including employment services, compliance with statutory requirements,
succession planning, and general human resources administration.

•

Court services, administration and case management, including related functions carried out by the
Superior Court, District Court, and County Clerk.

•

Sheriff’s Office, including Field Operations & Corrections.

•

Planning & Development, including Permitting & Building Inspections.

•

Emergency Management, including Enhanced 911 & Emergency Preparedness and Mitigation.

•

Facilities Management, including Fleet Services and Property Management,

•

Parks & Recreation, including Parks, Recreation, and Tourism.
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•

Auditor’s Office, including Animal Control Service.

A variety of factors impacted the division scores. These divisions were ranked highest due feedback
provided by County management, the mission critical nature of their activities, number of FTEs, vacancy
rates, cash or cash convertible assets, potential for negative media exposure, level of interaction with the
public, and level of risk of department activities.
In addition, the risk assessment identified the following countywide themes posing a risk to County
operations:
•

Retention of Personnel/Aging Workforce: Across the county there were high vacancy rates,
impending retirements in key positions, and several departments noted a need for additional
training. The County could experience a loss of institutional knowledge and workforce shortages
that can lead to increased risk in the County’s business operations.

•

Policies and Procedures: Many of the County departments and program areas reported a lack of
documented policies and procedures or reported that existing procedures were out-of-date. A lack
of formal, written policies and procedures increases the risk of activities being conducted that do
not conform with established County policies, or existing laws and regulations.

•

Public Records Act: Similar to other local governments in Washington, the County experienced
several large losses related to Public Records Act litigation settlements. While the County has
begun reviewing its processes and implementing changes, this area remains a risk to the County.

•

County-wide Budget Processes: County departments noted the potential for opportunities to
improve or enhance the County-wide budget processes, including budget development, monitoring,
and reporting.

•

Cost-Recovery Fees and Taxes: Numerous County programs depend on fees to fund operations,
and a periodic evaluation of cost-recovery facilitates continued program success.

On an annual basis, the Office of the County Performance Auditor will consult with the Performance Audit
Committee in developing an audit plan that addresses those areas deemed highest risk to the County, a
process that will consider the high-risk areas described in this report as well as emerging issues and risks
identified through our deliberations.
On the following pages, we present each of the department-specific risk profiles.
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DRAFT

Appendix A. Calculated Risk Scores
Department Calculated Risk Scores
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